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(57) Abstract: Spread spectrum 

packet-switching radio devices (22) are 
operated in two or more ad -hoc networks 
or picu-nelworks (19. 20, 21) that share 
frequency-hopping channels and time slots 
that may collide. The piconets (19, 20, 21) 
can be short range wireless associations of 
communicating devices (22), for example 
according to the Bluetooth, Home RF or 
similar industry protocols. One device in 
each piconet (19, 20, 21) is a synchronizing 
master (25) and others are slaves (27) that 
follow the master's frequency hopping 
sequence- The sequences (54) of two or 
more operating piconets (19, 20, 21), i.e., 
masters (25), occasionally coincide, which 
could cause simultaneous transmissions that 
interfere or collide. The frequency hopping 
sequences (54) of two or more masters 
(25) are exchanged using identity codes, 
permitting the devices to anticipate collision 
time slots (52). Priorities are assigned to 
the simultaneously operating piconets (19, 
20, 21) during collision slots (52), e.g., 
as a function of their message queue size 
or latency, or other factors. Lower priority 
devices may abstain from transmitting during predicted collision slots (52), and/or a higher priority device may employ enhanced 
transmission resources during those slots, such as higher error correction levels, or various combinations of abstinence and error 
correction may be applied. Collisions are avoided or the higher priority piconet (19, 20, 21) is made likely to prevail in a collision. 
Priorities are repetitively re-determined and re-assigned, to allocate communications resources among all the devices (22) and 
piconets (19, 20, 21). 
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MULTIPLE ACCESS FREQUENCY HOPPING NETWORK 
WITH INTERFERENCE ANTICIPATION 

Technical Field 

5 The invention relates to methods and apparatus for ameliorating competition 

among apparatus sharing a spectrimi, such as in a frequency hopping commimications 
network. The invention while broadly applicable may be particularly advantageous for 
short range wireless communications such as personal area networks and ad-hoc 
networks, or similar situations wherein a plurality of packet switching devices 
10 commuiucate through access points that are located or can become located within 
sufficient proximity to sometimes collide, that is, to hop to the same frequency at the 
same time 
Background Art 

Certain frequency bands such as the so-called ISM band near 2.4 GHz (for 

15 "Industrial, Scientific and Medical") have been allocated and provided with established 
protocols that govern transnussions in a naanner intended to permit ihe bandwidth to be 
shared by a number of simultaneous users. In particular, spread spectrum transmission 
of digital packet data is used, wherein transmitting and receiving apparatus hop from 
one frequency to another in a coordinated sequence that spreads the transmissions 

20 uniformly over the bandwidth. These frequencies are available for various wireless uses, 
including local area networks that can employ the same sort of client/ server protocols 
and peer to peer transmissions that are also used for hard wired local area networks 
comprising a network server. 

In a technology known as Bluetooth, a consortium of communications and data 

25 processing companies have proposed a standard for use of these frequencies to establish 
ad-hoc short range wireless networks in which mobile devices can couple together for 
data conununications and also can couple as transients into fixed networks that support 
wireless access. This standard can make concuminication and digital data network 
services accessible to mobile devices in everyday use. Personal electronic devices, such 

30 as cellular telephones, pagers, personal digital assistants, laptop and ''palm-top'" 

computers, etc., can exchange data and participate in powerful and/or wide ranging 
networks, without the need for network cards, cables, connectors and interface software 
that typically are needed to couple a desktop computer to a local area network. 
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Ad-hoc and dient/server networks can be made accessible under various 
standards and protocols, including but not limited to the Bluetooth standards, the 
somewhat more generalized IEEE standard 802.11, and other such communication 
protocols. Input, output, storage, communication and processing devices of a type 
5 normally coupled exclusively to network servers or directly to client terminals, such as 
printers, scanners and other such devices, can be made available generally to wireless 
devices, without the need to wire a client computer or other terminal apparatus to an 
associated network (or perhaps directly to the peripheral device). Personal electroiuc 
devices are thereby made capable of many new and expanded functions using this 

10 technology- 
Two or more associations of devices (networks or piconets) occupy overlapping 
areas or otherwise share a resource by which the two or more such associations can 
interfere, by producing message packets that collide with one another. In the usual 
situation, two networks or piconets hop to the same frequency at the same time, 

15 although cross talk and other effects may produce collisions in other situations as well. 
When plural devices communicate over a data commimication network, the 
devices compete with one anotiaer for access to the network resources, particularly 
transmission time and bandwidth. Frequency hopping data commimication schemes 
permit devices to transmit data on substantially random sequences of frequencies, thus 

20 spreading communications over the bandwidth. However the sender and the receiver 
must operate at the same frequency at the same time. ''Random'^ access also generally 
means that various devices each can transmit data whenever they have data ready to 
transmit. As a result, two or more devices may transmit messages at the same time. 
Overlapping messages that interfere with one another are said to "colUde.'' 

25 When two messages collide, it is possible that neither one will be received without 

errors. In that case both messages must be transmitted again at a later time. Sometimes 
one is received correctly and not the other. In networks subject to collisions (sometimes 
called contention networks), it may be possible for a prospective transmitting device to 
signal a targeted receiving device to expect a message having certain attributes (e.g., a 

30 stated length) and/or to warn other devices off, before attempting to transmit the 
message. It may also be necessary for a receiving device to signal some form of 
acknowledgment message back to the sender (ACK) after receipt of a message, such as a 
measure of the received message length, or parity check information, etc., which might 
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be checked for accuracy. These procedures may be needed because of the possibility that 
a message transmitted on the contention network may not have been received due to a 
collision, and represent imdesirable overhead- 
Message or packet collisions can occur whenever a message transmission by one 
5 device affects reception of another message. A collision may occur when two devices 
having random access to transmit over a network medixmi happen to transmit messages 
on the same medium (e.g., the same carrier frequency or channel) at the same time. The 
messages effectively collide completely, even if the messages only overlapped slighdy. 
For example, the trailing edge of a first message might overlap the leading edge of a 

10 second message and garble only ihe endmost bytes of the message. The sender and 
receiver cannot distinguish the error free part of the message from the rest. 

Collisions also may occur due to less direct conflicts. For example, a transmission 
on an adjacent channel may interfere, or a reflected image or ghost of a transmitted 
message may interfere. A collision typically ciffects the reception of both overlapping 

15 messages, but it is possible that one message may overpower the other and one of the 
two colliding messages may be correctly received. The component bytes of the two 
colliding messages may be mixed or garbled such that one message cannot be 
distinguished from another by the receiver(s). If received at all, a data error may be 
detected by the receiver. The error may have occurred at an unknown position in the 

20 message, rendering the error xmcorrectable. Both colliding messages are transmitted 
again. 

It is generally considered efficient to permit devices on a network to have 
relatively free random access to transmit. Some level of contention is generally tolerated 
in the interest of efficiency, and where necessary, messages subject to collision are resent. 

25 Message contention reduces the message throughput of a network. The effect of 

contention on throughput may be trivial when traffic is light and collisions are tinlikely. 
Load on the throughput due to contention can become severe if traffic is heavy. In a 
heavy traffic situation, re-transmissions necessitated by frequent collisions increase the 
traffic and make additional collisions Ukely, requiring more re-transmissions. With very 

30 heavy traffic, the network bandwidth could theoretically all be consumed by 
unsuccessful colliding messages and colliding re-transmissions that result. 

What is needed is a method and apparatus that facilitates efficient 
communications among the devices that participate in such a network. Advantageously, 
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the coirunuiucations should be oiUy loosely regulatea lui ixiaAiiiiuni veitMiuiiLy, wiuit; 
adhering to rules under which bandwidtii is shared. The rules and protocols should 
either minimize tiie incidence of message collisions or minimize tiieir adverse effects. 
Preventing collisions can be expected to decrease the extent of regulation needed which 
5 tends to slow down commimications, or avoid a centralized controller for allocating time 
slots thus minimizing collisions. 
Brief Description of Drawings 

The appended drawings iQustrate certain exemplary embodiments of the 
invention as preferred. The same reference numbers are used throughout ttie drawings 
10 to identify the same or comparable elements. In the drawings. 

Fig. 1 is a block diagram illustrating a possible configuration of an ad-hoc network 
according to the invention at a particular point in time, wherein a number of master 
devices are arranged to communicate with and through slave devices in a plurality of at 
least partiy wireless piconets. 
15 Fig. 2 is a block diagram illustrating exemplary component devices on a local area 

network arranged to communicate in one or more ad-hoc piconets as in Fig. 1. 

Fig. 3 is a timing diagram illustrating the possibility of message collisions in the 
arrangement shown in Fig. 1 . 

Fig. 4 is a timing diagram as in Fig. 3, illustrating coordination of the devices 
20 shown in Fig. 1, according to the invention. 

Fig. 5 is a flow chart illustrating the steps according to the invention whereby 
message collisions are avoided in a multiple access frequency hopping network 
according to the invention. 

Fig. 6 is a plot of two modes of error correction between which the devices are 
25 switchable in order to manage the priority of access to time slots in which a collision is 
predicted to occur. 
Disclosure of Invention 

The present invention is arranged to minimize collisions without adding 
substantially to the regulation of communicating devices, and thus to fadUtate the 
30 formation and operation of personal area networks and ad-hoc networks. Any of the 

communicating devices can become an access point or node through which other devices 
communicate. One or more of the commimicating devices can be coupled to a fixed or 
hard wired network, to function as an access point providing data services to mobile 
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tinits that happen to come into wireless range. The present invention can optimize or 
dramatically improve spread spectrtim frequency hopped communications by 
facilitating independent operation of two or more master devices, which may be network 
access points, in ad-hoc networks or "piconets/' According to the invention, provided 
5 that two or more potentially colliding ad-hoc networks or piconets are sufficiently aware, 
of one other to project hopping patterns into the future and anticipate collisions, 
accommodatioi\s are made to avoid or ameliorate the collisions. The accommodations 
can involve priority allocations by which one or more of the potentially colliding 
networks is caused to abstain during anticipated collisions. According to another 
10 embodiment, the accommodations require commtmicating networks to alter their 

communications so that at least one network to which priority is allocated, is made more 
likely to survive an anticipated collision, such as shifting one (or any number) of 
communicating units into an increased error correction mode temporarily, during the 
anticipated collision. 

15 The invention is applicable to current wireless systems and steindards such as the 

Bluetooth consortium standard, the Home RF standard, the Metricom Ricochet system, 
IEEE 802.11, etc. These are exemplary systems that support point to point and 
multipoint access, but the invention is not limited thereto and generally applies to any 
spread spectriim frequency hopping system. In an exemplary embodiment, an 

20 equipped device functions as a master or access point that synchronizes slave devices in 
an ad-hoc or "pico-network/' This piconet couples devices within a limited range (e.g., 
10m to 100m) and may also couple with other piconets and/or with access points that 
have means for data communications with fixed networks or other resources. Master 
and slave devices thereby couple into data communication with one another and/ or 

25 with other mobile or fixed devices in a transient manner. In a configuration adapted for 
commercial use, for example, a user carried mobile device couples transiently into a 
network located on the premises of a particular business or facility, which has one or 
more access points capable of packet switched data communications using frequency 
hopping over a short range. The business or facility network might have a single access 

30 point device or plural access point devices, or may have a single unit capable of 
operating simultaneously on two or more piconets (i.e., conducting simultaneous 
communications using two or more frequency hopping sequences. Devices operating on 
a given piconet are synchronized and follow the same hopping sequence, namely a 
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sequence dictated by the master or access point. Devices and piconets that are not 
synchronized together can also communicate across data paths synchronized to different 
masters in a "scatter-network." Such networks can arise whenever devices come into 
range and permit iiser devices to find and use services temporarily foxmd to be 

5 accessible within a short communication range- 

The data transmitted on a wireless network may be of any type^ in the same 
manner as data transmitted on wired networks. A wireless network that uses the ISM 
band, for example with a plurality of discrete channels having a given bandwidth, 
operates in a spread spectrum mode, and modulation can. occur simultaneously on 

10 different channels- The overall communications load is spread over a wide frequency 
band by causing communicating devices to transmit on a given channel in the band and 
then hop to a different channel to resume communications (i.e., to transmit the next 
packet). 

According to the Bluetooth protocol, frequency jumps occur at 1,600 per 

15 second. There are 79 channels, each 1 MHz in bandwidth. Thus 1,600 x 79, or about 
130,000 choices of a time-slot-and-frequency combination become available every 
second. This 130,000 packets per second is the maximum possible throughput available 
over the bandwidth by virtue of the channel bandwidth and jtimping rate. 

The 130,000 opportunities are shared by all piconets that might interact, for 

20 example because they are close enough in space that their transmissions overlap. In each 
individual piconet, the master and slaves (which are the mobile and stationary user 
devices) share 1,600 packets per second because the jumping sequence of channels is 
dictated by the master. Assuming that addressing methods successfully allot each 
successive packet in the jumping sequence to one user device, the maximimi possible 

25 throughput of a piconet would be achieved, at 1,600 packets per second. 

Many of the commimications that might be needed by user devices, employ the 
available communications capacity in bursts. When downloading a file, for example, a 
user device makes extensive use of the communications capacity until the file download 
is complete. To keep up reasonable throughput from the perspective of users (i.e., so 

30 that no user has to wait a very long time), the number of active user devices permitted 
on a piconet is limited, for example to seven. The "inactive" user devices are placed in a 
"sleep" mode temporarily. In the event that a user device needs to commence a 
commimication, it can apply to be placed back into the active device queue. 
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In situations where it is appropriate to provide active communications for many 
user devices at the same time (e.g., more than seven in Bluetooth), it is possible to 
provide a plurality of piconets that at least partly encompass the same physical area and 
have independent frequency hopping sequences controlled by different masters. The 79 
5 channels and 1,600 time slots per second provide many combinations of time slots and 
frequencies, but any two independentiy operating piconets that affect one another (for 
example because they are adjacent in space), will occasionally experience a message 
collision because the two independent piconets will sometimes choose the same 
frequency chaxmel dxiring at least part of the same time slot. 

10 The sending and receiving devices step through the same identical sequence of 

frequency hops in order to remain in commimication. According to the Bluetooth 
protocol, the specific frequency hopping sequence of any of the communicating devices 
can be derived by an algorithm from a 48 bit identity code that is xmique to each device, 
the sequence being randomized by the time of day. The codes permitting the hopping 

15 sequence to be resolved is contained in communications and thtis is available to all tfie 
devices that operate on the piconet. A newly arrived device scans through the available 
channels imtil it finds a packet transmission. The transmission contains the identity code 
of the master device of the piconet. The newly arrived device can derive the hopping 
sequence from this code and begin to track through the sequence together with the other 

20 devices on the piconet. The piconet devices include one master and up to seven active 
slaves (plus inactive or "parked" slaves) that adhere to the master's frequency hopping 
sequence when coupled to the piconet. 

A client/server arrangement is possible using a piconet as described. In one 
configuration of a piconet, a master or a slave that is in wireless frequency hopping 

25 communication with other devices over a piconet, can be a processor or other device that 
is also coupled into a hard wired network, for example having several processors and a 
network server coupled by cables through Ethernet network interface cards. The hard . 
wired network can be coupled to one or more devices functioning as one or more 
wireless access points. A short range application of such a wireless arrangement is a 

30 personal area network. Users of terminal devices of various types, such as laptops, 

cellular telephones, personal digital assistants, etc., may have use for a high bandwidth 
network coimection for specific or general purposes. The devices may also 
advantageously use services such as large database servers and other services, wide area 
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network connections or Internet connections for messaging, email, browsing and other 
services, and other uses that may not be practical to support on a mobile device such as a 
pager, which should be simple and inexpensive. It is inconvenient to accommodate 
hard-wired connections to a network for such mobile devices. It is much more 
5 convenient to provide such devices with wireless data access based on a cellular layout 
Thus whenever an equipped wireless device comes wiihin transmission range of another 
equipped wireless device, communications can be established as if the devices were 
coupled to the same local area network or tfie Uke. 

Airports, hotels, convention centers and other facilities frequented by users of the 

10 wireless devices can have one or more network access points or ''APs,^' which are 

functionally similar to the base station of a cellular telephone system, except that the APs 
provide packet switching data access to one or more services. For example, such a 
facility can advantageously maintain a network that provides mobile devices with access 
to a database of topical information on the respective f adlify. An airport can provide 

15 flight schedvdes. A hotel might provide a list of local restaurants or events of interest to 
visitors, etc. The facility operators also could offer and close commercial transaction 
with users. The network accessible through the APs can have various associated 
application programs available. Examples include an email server or database, general 
Intemet access through a firewall, and generally can provide data services to the user. 

20 By using frequency hopping on demand communications between the user devices and 
the network access point (AP), a high bandwidtii data connection is made available to 
support such services. 

Message packets contain some information in addition to their data content. A 
header or trailer in each transmitted packet identifies the transmitting unit and the 

25 destination imit. In a frequency hopping arrangement, the transmitting device and the 
receiving device must coordinate with one anotibier such that the receiving device hops to 
the same frequencies at the same times as the sending device, in sequence. 

The hopping sequence or next frequency of a given pair of communicating devices 
can be anticipated by other devices or by a supervisory device. The supervisory device 

30 might be a master or an access point or an outside controller, with means to discern the 
hopping sequence of the pair. There are various issues as to how an anticipated conflict 
might most efficiently be handled. For example, if two access points anticipate a slot 
collision, either of the masters could have the option to (1) abstain, or (2) use additional 
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error correction or (3) transmit notwithstanding the prospective collision. If transmitting 
notwiihstanding the collision, the access points could transmit as usual, or could 
transmit with operational changes. For example, a different data rate or a different 
transmission power might be used during the collision slot. According to an inventive 
5 aspect, such a change can be made as a function of priority. In that case, higher priority 
messages are transmitted during slots identified as anticipated collision slots, at a higher 
transmission power or a lower data rate than lower priority messages. In this or in 
similar ways, the higher priority messages obtain preferential access. Likewise, lower 
priority messages can be transmitted with some sort of relative handicap compared to 

10 higher priority ones, in either case improving the likelihood that the higher priority 

message will be received correcfly, at the possible expense of the lower priority message- 

What is needed is an improved procedure for handling actual and anticipated 
message collisions, in a manner that can accommodate a reasonable number of devices 
sharing the network and which achieves a maximxim successful message throughput 

15 According to the present invention, such an improved procedure is provided and 

applied to a network environment such as a personal area network having devices 
communicating over a multi-frequency random access contention network. 

The invention provides a high bandwidth data connection capability for 
supporting wireless local area networks, particularly to support user network access 

20 over personal mobile devices. Advantageously the present invention can minimize the 
bandwidth expended on dealing with contention, using frequency hopping 
communications over several channels and confining transmissions to coordinated time 
division slots. The time slot and frequency hopping sequences of each connected user 
devices are made known to a controller associated with the network in a centralized 

25 control embodiment. The sequences are made known to the other access points in a 
distributed control embodiment. The controller may be one of the master devices or a 
separate entity. 

The frequency hopping sequences of each of the APs currently in communication 
over the network are thus known and collisions can be anticipated. According to one 
30 inventive technique, the controller assigns priorities to the devices. Alternatively, a 
protocol observed by the devices can determine priorities. The priorities can be 
determined, for example, as a function of message latency, previous imsuccessful 
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attempts to transmit, type of device or the like- In any event, devices are discriminated 
by priority in one way or anoiiier. 

It is possible to permit only the highest priority device(s) to transmit during the 
anticipated collision. The lower priority devices do not transmit during the collision slot, 

5 and lose the lost transmission opportunity or potential throughput. However this is 
substantially the same effect as if a collision had produced errors requiring 
retransmission, except only tiie lower priority device(s) are affected. 

It is also possible to allow a coUision to occur, but to correct some or all of its 
adverse effects. For example, the highest priority device(s) may be caused to shift, 

10 temporarily during the anticipated collision only, into a mode that may have a better 
probability of successful transmission- That mode might also be more demanding. For 
example a higher priority device can use more robust error correction during coUision 
slots, which typically requires increased transmission redimdancy and increased 
message processing resources. The higher priority device might use higher transmission 

15 power, which for a mobile device is more demanding of battery capacity. These added 
demands are used only during collisions. 

In the foregoing examples, collisions are anticipated and are resolved in favor of a 
highest priority user device (or perhaps a number of higher priority devices) at the 
expense of lower priority devices. Priorities can be varied as circumstances change, 

20 particularly if the priorities are assigned in part based on message backlog (latency) or 
other factors that change from time to time. 

In another example, collisions are anticipated and two or more or all of the devices 
continue to transmit notwithstanding the anticipated collision. However the probability 
of reception is improved by switching, during the anticipated collision, to a more robust 

25 mode. After the collision, the devices switch back to the normal and presumably less 
demanding mode. 

Thus, according to the invention, spread spectrum packet-switching radio devices 
are operated in two or more ad-hoc networks or pico-networks that share frequency- 
hopping channels and time slots that may collide. The piconets can be short range 
30 wireless associations of commimicating devices according to the Bluetooth industry 
protocol, or another protocol or arrangement having comparable features and needs. 
One device in each piconet is a synchronizing master and others are slaves that follow 
the master's frequency hopping sequence. The sequences of two or more operating 
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piconets (masters) occasionally coincide, which could cause simultaneous transmissions 
that interfere or collide. The frequency hopping sequences of two or more masters are 
exchanged or otherwise made known, for example using identity codes, pennittirig the 
devices to anticipate collision time slots. Priorities are assigned to the simultaneously 
5 operating piconets during collision slots, e.g., as a function of their message queue size 
or latency, or other factors. Lower priority devices may abstain from transmitting 
during predicted collision slots, or a higher priority device may employ enhanced 
transmission resources during those slots, such as higher error correction levels, or as a 
third solution, two or more of the communicating devices can employ an enhanced 

10 transmission mode. Collisions are avoided or ttie higher priority piconet is made likely 
to prevail in a collision. Priorities are repetitively re-determined and re-assigned, to 
allocate communications resources among all the devices and piconets. A 
communications configuration according to the invention is shown in Fig. 1. Several 
localized networks 19, 20, 21 of several devices each, are defined by coordinated 

15 operation of the communicating devices, shown generally as devices 22. Some of these 
devices are ''master'' devices 25 (designated "M" in Fig. 1), which are operable to 
s5mchronize frequency hopping commimications on an associated discrete localized 
networks or "piconets" 19, 20, 21 including that master and a number of "slave" devices 
27 ("S" in Fig. 1). 

20 In Fig. 1, some of the localized networks or piconets 19, 20, 21 can be wholly 

defined by wireless communication links between the communicating devices 22 that are 
members of the respective piconet 20, shown by broken lines. One or more devices on 
one or more of the piconets can also provide access as gateways to other networks, 
piconets or stand-alone devices. In Fig. 1, tiiree piconets are shown, but it will be 

25 appreciated that additional piconets and commimicating devices 22 can participate in a 
coupled-piconet "scattemet" as shown. 

The master and slave designations of the commimicating devices refer only to the 
fact that the master 25 of each localized network or piconet group 19, 20 or 21 determines 
the frequency hopping sequence to which the master 25 and all its associated slaves 27 

30 conform when communicating on the piconet 20. In other respects, the master 25 and 
die slaves 27 can be peer devices. The commtinicating devices 22 can transmit and 
receive message packets for communicating with any of the other devices 22 that are on 
the same piconet 19, 20 or 21. Such messages also can be relayed between piconets. For 
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example, devices 22 on piconet 19 might communicate with devices 22 that are members 
of more than one piconet 19,20. The specific communications can be for any and all 
purposes for which communication and processing devices may be coupled in a 
network. It may be particxilarly advantageous if one or more of the masters 25 functions 

5 as an access point to a local or wide area network, and potentially from there into an 
intranet, extranet or global communications network (Intemet), as discussed below. 

Synchronization by each of ti\e masters 25 comprises defining a sequence of time 
division multiple access time slots for the respective piconet 20 of that master, and 
defining the frequency hopping sequence to be used by all tihie devices communicating 

10 on that piconet 20, which is synchronized or controlled by its associated master 25. In 
short, the master 25 determines the frequency that will be used (modulated by a sending 
device and demodulated by one or more receiving devices) during each successive time 
slot. This firequency is changed among a number of firequendes or channels at a 
frequency hopping rate which spreads the spectrum of the commtmications in a way 

15 that permits titie channels to be shared by many devices. 

The piconets 19, 20, 21 could be comprised wholly of hand carried wireless 
devices, examples such as a cellular telephone 32, a personal organizer or digital 
assistant (''palmtop'' computer) 34, and a pager 36 being shown in Fig. 2. The invention 
is also applicable to communicating devices of other types, such as a wireless 

20 communication device in a vehicle (not shown), a PCMCIA card in a laptop or the like, 
or even an otherwise isolated peripheral device such as a keyboard for user input or 
printer for output, etc., that uses wireless communications to commtinicate with a 
processor. 

There are particular benefits for mobile communicating devices 22 if data 
25 communications are established with fixed networks 40 that can support large databases 
and other services that may be useful when operating a hand carried device but are not 
practical to maintain on a mobile hand carried device. One of such other services can 
comprise communication facilities along pathways other than wireless. Thus at least 
certain members of at least some of the piconet wireless networks 19, 20, 21 (such as AP 
30 48) can be coupled to a local or wide area network 40 on an intranet, extranet, local area, 
wide area or global network (e.g., the Internet). Such an embodiment is shown in Fig. 2, 
wherein a hard wired local network 40 couples a full panoply of network resources to 
mobile devices 32, 34 ,36. This provides a range of services to devices that individually 
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might only support simple processing functions or perhaps only an input or output 
function, together with wireless communications for participation in a piconet. Such 
services may include e-mail through e-mail server 44, database access through a 
database 42, or internet access through the firewall 46 
5 The invention is applicable to the Bluetooth industry consortium of wireless ad- 

hoc network communications, and to other similar arrangements. The Bluetooth 
standard is tised herein as a non-limiting example of a multiple access frequency 
hopping network wherein a plurality of devices step through independently determined 
frequency hopping sequences. According to the invention, the incidence of collisions, 

10 which normally occur as shovm in Fig. 3, is mapped and predicted. Steps are taken to 
modify the behavior of the commimicating devices 22 xmder control of the respective 
master devices 25, and in particular APs 48, so as to control access during time slots 
characterized by predicted collisions, for example enforcing abstinence or modification 
of procedures by certain of the communicating devices 22. 

15 Fig. 1 shows three ad-hoc networks or piconets, each having a number of 

terminal devices 22 in commimication with one another, and each having one master 25. 
Most of the devices 22 in Fig. 1 are coordinated with one master 25 and thus follow one 
frequency hopping sequence. Certain of the devices are capable of coordinating to two 
or more hopping sequences and provide points at which commimications can bridge 

20 between piconets 20. Thus certain of the devices 29, 28 respectively, operate 

simultaneously as a slave on two different piconets, or as a msister on one piconet and 
slave on another. In the Bluetooth protocol, the available wireless conuntmications 
bandv\ridtii in the industrial-scientific-medical (ISM) band is subdivided into specific 
frequencies or channels. The protocol or rules of access determine the frequencies that 

25 can be used and the mioimum rate at which the piconets and their devices 22 must 
change from one frequency to another. In this maimer, the available bandwidth is 
shared among a plurality of piconets and devices 22 that may compete for the available 
bandwddth and access time. Usage is spread over the channels by the frequency 
hopping. 

30 The industrial/scientific/ medical band, which is employed according to the 

exemplary Bluetooth standard as well as other frequency hopping arrangements, 
occupies 2.402 to 2.480 GHz, subdivided into 79 channels of 1 MHz bandwidth. This 
frequency band is not necessarily limited to low power or short range applications. 
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However, the Bluetooth exemplary standard specifically uses low power transmitters 
(e.g-, 1 mW) to accomplish short range radio commimications (e.g., within 10m to 100m). 
The specific commimications among commimicating devices 22 on a piconet can be any 
particular FHSS packet switched digital transmission protocol. 

5 A preferred embodiment is described with reference to Bluetooth protocol 

commimications, in the ISM band, and potentially using one or more aspects of IEEE 
Standard 802.11. It should be appreciated that these particulars only represent non- 
limiting examples. The invention is equally applicable to other frequency hopped 
spread spectnmi communications such as Home RF, ti\e Metricom network (Ricochet) 

10 and other similar arrangements. 

As in any communications or computing network, a wide variety of applications 
are possible. Certain applicatioi\s are particularly apt for ad-hoc networks. Mobile units 
32, 34, 36 carried by persons or in vehicles can regularly test the airwaves for available 
services (i.e., for other devices equipped to participate in an ad-hoc network of the same 

15 type) and can initiate data communications when coming within range. This enables a 
sort of cellular communication wherein the mobile devices can change from 
communicating via one network 19, 20, 21 to another as the devices are transported into 
and out of range of the respective network* When a mobile device comes within range of 
a particular network device that is operated, for example, to accomplish a particular 

20 commercial objective, the mobile device becomes a temporary member of the ad-hoe or 
pico-network 19, 20, 21 and can enjoy most or all of the services ihat would normally be 
available only to devices that are wired into a local or wide area network by other means 
such as Ethernet connections or telephone modem lines or the like. 

The services that are provided via the mobile devices advantageously relate to an 

25 objective associated with the location where the network 20 is operated. For example, a 
shopping mall or retail store might operate a Bluetooth-capable access point and/or 
provide other ad-hoc network support on its premises to enable shoppers to access a 
database of information about its products and services. A similar protocol that is apt 
for coupling different devices located at a residence is known as the Home RF SWAP 

30 protocol ("Shared Wireless Access ProtocoFO- Using the retail example, shoppers who 
visit the mall or store come within range, and can access the establishment's database. In 
this way, the shoppers could be directed to product locations, can determine and 
compare product specifications or prices, authorize or close transactions, view 
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promotional opportunities, and oiiierwise communicate with ttie establishment and take 
advantage of offered services. The communications can indude not only the 
establishment's access point and associated device(s), but also can include other devices 
as shown in Fig. 2, which may be in data commimication with the device(s) supporting 
5 ad-hoc networking or access points. 

In the example shown in Fig. 2, such a commercial establishment might operate 
one or more pico-networks as shown. The establishment cotild have a wired intranet 
comprising various servers and/or services, a database server 42 and an email server 44 
being shown as examples. In Fig. 2 the various functions are represented as blocks such 

10 as servers coupled to a network. It should be appreciated that these blocks could 

represent distinct functions of a single server or perhaps multiple servers that are in data 
commimication across some other data path. For example, the network can include a 
router or firewall 46 that is coupled to the Internet in order to facilitate access to global 
networks. Similar arrangements could access a company's wide area network or other 

15 configuration. The local network or intranet is rendered Bluetooth capable by a network 
access point or "AP" server 48. The AP server is equipped with at least one transmitting 
and receiving device capable of sending and receiving message packets while hopping 
through multiple frequencies. The AP server 48 also comprises a controller or processor 
(not shown) that permits the AP server to function as a slave or master in 

20 communication with mobile devices 22 such as the wireless telephone, personal 
organizer or palmtop computer, pager or other device as shown in Fig. 2. 

In the Bluetooth standard, when two Bluetootii-equipped devices come within 
range of one another, certain preliminary operations are effected with the result ihat the 
devices determine the frequency hopping sequence that will s)mchronize 

25 communications between the devices. The sequence is provided by one of the devices, 
deemed to be the master. The other device conforms to the frequency hopping sequence 
and is a slave. If additional devices come within range, they become slaves and conform 
to the frequency hopping sequence dictated by the operating master of the piconet. In 
this standard, addressing limitations permit seven active slaves to each master. 

30 Additional slaves can be associated with a piconet, but t5rpically those numbering over a 
given maximum (e.g., seven in Bluetooth) are placed in a less active mode (e.g., they are 
''parked'') when up to seven other slaves are active. 
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The specific frequency hopping sequence used by titie master can be determined in 
various ways. According to the preferred arrangement, which is compatible with the 
Bluetooth standard, each of the devices has a unique numeric identity code, for example 
48 bits in length, that distinguishes the device from other devices. A standard algorithm 
5 available to all the devices allows the identity code of a master device to be resolved into 
a defined frequency hopping sequence, for example using the time of day as a 
randomizing seed- 

A Bluetooth device searching for services regiilarly scans or samples at least a 
subset of the 79 possible frequency hopping charmels in the ISM band, to find and 

10 synchronize with an existing piconet, or perhaps to find anotiier searching Bluetooth 
device with which to establish a new piconet. A data packet found in such a search 
contains the identity code of a master, or perhaps that of another device searching for a 
master. The searching device can process an identity code f oimd in a data packet to 
determine a firequency hopping sequence. The frequency where the data packet was 

15 foimd is then located in the hopping sequence. The device can then proceed through ttie 
hopping sequence together with the master of the piconet, or a searching device that 
finds another device can become the master of a newly established piconet. 

Once synchronized to the master and aware of the mastery's identity code, the 
Bluetooth capable device jumps from one frequency to the next synchronously with the 

20 master and generally conducts packet switching operations in a conventional manner. 
Any possible data processing function nught then be supported. Inasmuch as the 
piconet participating devices include mobile devices carried by users, the system is 
particularly apt for coupling a mobile device into communication with a network, 
providing location or enterprise specific data to a mobile device that is brought onto a 

25 premises by its user, and other similar functions. 

Whereas a master can support a limited number of active slaves (and additional 
parked ones), if an establishment or the like needs to communicate actively with a larger 
number of devices, it rnight provide multiple APs 48. Even within the limitation of 
seven active slaves, the devices can be arranged as a number of overlapping piconets as 

30 shown in Fig. 1, sometimes known as a scatter-net. Although each piconet has a limited 
number of active slaves and one master, any of these devices can potentially be equipped 
to function as a member of two or more piconets at a time, or can be operated 
simultaneously to adhere to two different ongoing frequency hopping sequences. 
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thereby providing a coinmiinications bridge between piconets. A device equipped and 
capable of operating sjmichronoiisly as two or more masters or access points may have 
two or more transponder iinits that operate substantially independently. Alternatively, 
one transponder can be arranged to hop through multiple tms3mchroni2ed hopping 
5 sequences at substantially the same time. 

A Bluetooth-t)rpe piconet advantageously couples mobile devices such as cellular 
telephones, pagers, portable computers, personal digital assistants and the like into data 
communication with one another and also wiih fbced devices that are similarly equipped 
with short range radio communications devices, such as desktop or mainframe 

10 computers, peripheral devices such as printers, scanners, etc. These fixed devices can be 
members of local or global networks 40 as generally shown in Fig. 2. 

Local area networks are known for data processing systems operated by many 
businesses, typically including an Ethernet network to which processors such as desktop 
personal computers are hard wired through a network card. An exemplary 

15 arrangement, for example, might include a network server which operates as a system 
controller, maintadns disk directories for access by users as virtual mapped drives, and 
coordinates operation of various application programs operable in the network server or 
one or more other servers coupled by a communication path. Such a network may 
contain a database specific to an enterprise such as a business operation. A product 

20 inventory database can be maintained by a product supplier, or a flight scheduling 
database for an airport, or an index of CAD or schematic drawings for an engineering 
firm, a document management program for a law firm, etc. Typically, one of the servers 
on the network operates as a firewall and enables users to access the Internet while 
blocking messages that might enable outside access to user subdirectories. 

25 It is not convenient or appropriate to require occasional users such as visitors to 

one of the types of establishments mentioned, to have hardware to coimect via hard wire 
to an enterprise computer system, nor is it convenient to provide mobile users with 
facilities by which they can physically connect to a network. However, it is convenient 
for mobile users to have wireless access to a network using their own hand carried 

30 device. Access can be provided over a relatively large geographic area via a wireless 

cellular telephone system. Advantageously however, such networks are configured like 
a cell phone network but the cells are geographically limited to an area associated with a 
particular enterprise, using short range radio commimications. Short range service can 
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also be provided by other modulation techniques such as ultrasonic or infrared 
signaling. Advantageously, small or "personal area networks" employ a general 
purpose digital band (e.g., in the area of 2.4 GHz), where a number of frequencies are 
available for vise via spread spectrtim frequency hopping transponders as described. 
5 The Bluetooth standard for wireless piconets or personal area networks was 

developed by a consortiinn of companies. A standardized radio communications chip is 
incorporated into electronic devices and serves as a network connection to a limited area 
service zone served by a corresponding transponder, typically coupled to a fixed 
network. This mode of access to the network is through one or more Access Points or 

10 "APs" 48 and obviates hard wiring needs for voice and data access. 

The Bluetooth standard is flexible regarding the specific communication 
parameters. For example tturee power classes are defined with maximum power outputs 
of 1 mW, 2.5 mW and 100 mW. Depending on propagation specifics, these power levels 
may be sufficient to provide coverage to areas of different sizes, such as an area as small 

15 as a room or as large as one or many nearby buildings. The device may be made 
controllable to switch between such power levels in different modes of operation. 

Fig. 2 illustrates an example of a personal area network (PAN) system topology. 
The access device (one or more APs 48) provides the commvinication coupling that 
serves the function of hard wire connections in an enterprise local area network 40. In 

20 addition to tiie short range radio transponder of the access point or AP 48, the PAN 
system has all the capabilities of a local area network and can have a network server or 
controller, one or more servers for applications such as databases 42, emaU 44, and an 
Internet firewall 46. 

The data throughput of the personal area network is partly a function of the 

25 number of APs coupled to the network. However, throughput per piconet may degrade 
if the nvimber of APs is increased. One problem is co-chaimel and adjacent charmel 
interference among two or more piconets. Fig. 3 graphically illustrates an example 
wherein a number of APs are operable at the same time to maintain piconets, and are in 
sufficient proximity to communicate on the same frequency charmels or at least to affect 

30 one another by crosstalk or the like. The packets of each respective piconet are 

represented by different shading or hatching types. In the example of Fig. 3, the network 
may employ packet switching, wherein the time slots are defined by the ft-equency 
hopping intervals (in Bluetooth, 1,600 hops per second through an arbitrary order of 
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sequecitial 1 MHz channels between 2.402 and 2.480 GHz), Fig. 3 illustrates double 
collisions and triple collisions 52 where messages that overlap in time and frequency 
interfere wiih one another because the hopping sequences 54 can and do sometimes 
overlap. 

5 According to the present invention, the occurrence of packet collisions and their 

impact on system throughput are avoided or held to a minimum. As shown in Fig. 4, the 
bandwidth is used substantially only for successful messages. This is accomplished by 
anticipating collisions and modifying ihe behavior of the prospective colliding piconets 
during the prospective collision slots. 

10 According to the invention, tfie AP controllers 48 predict collisions based on the 

frequency hopping schemes employed by two or more piconets 19, 20, 21 that are 
geographically or otherwise in sufficient range to affect one another. The frequency 
hopping sequence of the commxmicating devices can be reported to the AP or controller 
48 when a particular device commences commimication throug^i the AP. Alternatively, 

15 the pattern of each device can be inferred by ihe AP controller from the operation of the 
device (i.e., the hopping sequence can be observed). The controller compares the 
hopping sequences of the devices in commimication, and marks the impending collision 
slots. According to one possible technique, all the potentially-colliding communicating 
devices except one can be disabled from commimicating during the conflict time slot. 

20 The AP controller determines which of the devices will be permitted to transmit by a 
priority assignment technique, using one or more criteria as discussed below. 
Alternatively, all iiie potentially-colliding communicating devices except one can be 
handicapped relative to the one that is given priority, as also discussed herein. 
According to another alternative or additional technique, dixring the collision slots one 

25 or more (or perhaps all) of the colliding piconets adopt a more robust form of 

communication, for example using a more demanding error correction scheme, a higher 
power level or the like. 

Disabling transmissions from all the communicating devices save one, effectively 
reduces the throughput load on the network by eliminating the processing, 

30 acknowledgment signaling and retransmission that the devices would be required to 
undertake in the event of a packet collision. During the collision of two packets, neither 
packet inight be received without errors. The expected acknowledgment is not returned 
or an error is reported to the transmitting device and the particular packet must be re- 
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transmitted. Eliminating the extra processing by disabling all the colliding devices, save 
one, reduces loading on the network, even though liiis may be accomplished by 
hindering, disabling or delaying some packet transmissions relative to others, or by 
imposing more demanding overhead (e.g., error correction) on one or more of the 
5 prospective colliding piconets- 

The collision slots 52 are predictable from the hopping patterns and the hopping 
patterns are determined by the address of the AP device, which is a 48 bit unique 
address. The slave devices that communicate with the AP (namely the user devices) use 
the frequency hopping sequence of the AP with which they are communicating. The 
10 APs on a network and the user devices are synchronized by signaling on iiie ISM 
channel. 

All collision slots are anticipated and noted. For this purpose, a collision is 
defined in a broad sense to include anticipated use of the same frequency channel, an 
adjacent channel, image, etc. The AP, or the user device or a controller can perform the 

15 collision slots identification, because the AP addresses, and ilierefore the hopping 
sequience, are known. 

In the event of an anticipated collision based on the hopping sequence of two APs 
using the same channel or an adjacent channel, etc., only the assigned top priority device 
or devices can be allowed to transmit and the others required to abstain. It is possible 

20 that more than one priority device may function successfully at the same time, for 

example where each receiving device captures the sender's transmission. According to 
an advantageous embodiment of the invention, variations in the power level and in the 
error correction level can be coordinated with anticipated collisions. Where no collision 
is anticipated, the communications proceed without added error correction. Where a 

25 collision is anticipated, the error correction can be increased. Alternatively or 

additionally, the priority unit can be instructed to use a higher transmission power level 
during the anticipated collision or adapt in anoliier similar way during the collision 
event. 

Non-priority devices are allowed to resimie transmissions once a collision event 
30 passes, and/or the error correction level, power level or the like can revert to a less 
demanding default level. 

Preferably, information is exchanged between the devices and/ or the APs that 
may warrant alteration of the priority assignments. For example, the devices can report 
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their present battery charge status or battery life mformation, received signal strength 
information (RSSI), message latency or backlog data and throughput information. This 
information is provided in addition to the hopping pattern of the respective AP info 
between eadi other, thus making the necessary information available for the 
5 determination of collision slots as well as for the determination of priorities. 

According to the invention, the APs are prioritized. The highest priority AP can be 
allowed to transmit its packet, while the others are instructed to hold their transmissions. 
Preferably the priorities assigned to the APs are reassigned on some regular cycle. The 
priorities can roll through a sequence such fliat each device changes regularly through a 

10 sequence of higher and lower priorities. For example, a firpt cycle A could have the 
order 1, 2, 3, ... N, and a next cycle B could have the order 2, 3, 4, ... N, 1, and so forth, 
such that each unit gets at least a regular turn at the higher priorities and an opportunity 
to dear out any latent messages that need to be sent. 
Altematively, priority may be assigned based on factors that vary as a function of a 

15 particular device's ability or need to transmit and receive successfully. For example the 
received signal strength or RSSI can be monitored and an AP that is foimd to cause 
relatively more interference can be assigned a relatively lower priority. Alternatively, a 
AP that is having problems coixununicating over a piconet may be given a higher 
priority than other APs for at least a time, to equalize the actual access to the data 

20 commtmications capability of the piconet. 

An AP that has the lowest throughput likewise could be assigned the highest priority, 
as a method for equalizing the throughput among all the co-located APs. The priority 
can be assigned based on other factors such as battery life, so that a device with a battery 
that is fading or approaching its limit can receive a higher priority so as to complete a 

25 function before ceasing operations. The priority also may be assigned on factors which 
are related to other factors than equality of access. For example, a higher priority might 
be assigned routinely to devices associated with relative more expensive subscriptions, 
or an urgency of the message or a priority encoded in the message (e.g., 911 messages), 
etc. 

30 Preferably, however, priority is assigned to achieve some optimization of access to the 
commvinications facilities. Thus priority can be proportional to the number of retries a 
device makes, which can be reported to other units on the piconet. Any AP that is 
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having trouble or has been xinlucky in accessing the next channels that come up in the 
hopping sequence is assigned higher priority- 
Priority assignments preferably change from time to time (e.g., regularly) and 
advantageously are determined anew for each successive collision slot. Between 

5 collision slots the environment or criteria used to accord priority can change. For 

example, a new master device or APs may arrive or be initiated when existing piconets 
reach their limit of seven slaves per master. Signal levels may fluctuate. Throughput 
loading may vary as ihe different devices initiate or complete operations such as 
downloads. Preferably, the priorities are reassigned at a sufficient frequency to respond 

10 to the normal occurrence of changes of this type. 

A collision can occur whenever events make it difficult or impossible for a paired 
transmitter and receiver to capture exclusive use of a frequency channel as necessary to 
trai\smit and receive a message without errors. It is possible that the packet sent from 
one of two simultaneous transmitting devices may be received because the associated 

15 transmitter and receiver capture the communications channel. For example, one of the 
colliding transmitters may overpower another. According to the embodiment of the 
invention shown in Fig. 6, it is possible to adjust the respective priorities of signals by 
altering the error correction that is used by the respective receivers. 
There are three error-correction schemes defined for Bluetooth baseband controllers, 

20 namely a 1/3 rate forward error correction code (FEC), a 2/3 rate forward error 
correction code and an automatic repeat request (ARQ) scheme for data. The FEC 
scheme builds redtindancy into the message packet data payload so as to reduce the 
number of transmission errors that occur, requiring re-transmissions. Fig. 6 illustrates 
the gain associated with the system when error correction is applied. Maximum 

25 likelihood sequence estimation (MLSE) with zero error correction (see 61) adds less 
overhead than more extensive error correction. Forward error correction by repeating 
three bit per symbol techniques (majority decision and modified template being see 62, 
63) can improve error correction gain by 5.3 dB60. 
According to the invention, one means by which tiie priority of the respective piconets 

30 can be controlled is to switch the higher priority piconet into a more extensive error 
correction mode. Any forward error correction that is employed causes increased 
overhead and reduced throughput compared to operation without error correction in an 
error-free environment. Bluetooth error correction is flexible or variable. Generally, the 
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packet header is protected by a 1/3 rate FEC, particularly because it contaiiis valuable 
link infomtation and should survive bit errors. Increased error protection can be 
provided, for example, by applying a 2/3 rate FEC to all of tiie message or perhaps to 
part of ihe message (e.g., the header). 

5 The foregoing error correction schemes can be preferentially applied only to the 
piconet that is assigned the highest priority, thereby improving the probability tiiat a 
packet transmission on that piconet will svirvive a collision. The probability of surviving 
a collision is correspondingly lower for a lower priority piconet, which does not vise 
error correction, or perhaps does not use the same extent of error correction as one or 

10 more higher priority piconets. As discussed, the error correction schemes can 

alternatively be applied to two or more, or possibly all of the piconets for the dtiration of 
the anticipated coUision. 

According to the invention, distinctions among the piconets in the extent of error 
correction are used ir\stead of or in addition to distinctions that enable a high priority 

15 piconet to transmit and disable a low priority piconet during time slots when a collision 
is anticipated. Thus it is possible that the priorities are distributed such that two or more 
piconets can transmit during a collision time slot, and error correction or other aspects 
favor one oyer another. Alternatively, only one is permitted to transmit during collision 
time slots. Preferably, in those time slots where no collision is anticipated, the piconets 

20 are left free to operate without the overhead of added error correction or other 
regulation. 

The sequence of steps according to the invention is illustrated in Fig. 5, in conjimction 
with the remaining figures. Iiutially, the respective devices 22 (see Fig. 1) may be a 
plurality of peer devices. Some of these devices can be associated with networks 40 that 

25 are fixed in position (Fig. 2). Others of the devices are mobile so that such devices come 
into communication range of other devices and estabUsh wireless communications. The 
mobile devices establish commtinications with other mobile device or with fixed devices, 
which are equipped for frequency hopping commimications according to the same 
protocols, such as Bluetooth, Home RF or another protocol. 

30 Specifically, as shown in Fig. 5, a given device first establishes a piconet by initiating 
communications with another device or joins a piconet that has already been established. 
The subject mobile device at step 62 searches for an active channel in a repetitive loop. 
According to the Bluetooth protocol, the mobile device can check a munber of the 
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avaUable channels for activity (e.g., 32 of the 79) and then repeat or check oiher channels. 
When activity is found, and at steps 64 and 65 in Fig. 5, the device distinguishes as to 
whether an established piconet is being joined or a new one is being established. The 
mobile device may need to negotiate with another device to establish a piconet, namely 

5 to determine which device will be the master and which the slave (step 65). This can be a 
matter of the order in which the units first transmit between one another. To join or to 
establish a piconet, at step 66 the mobile device or devices synchronizes to the master, 
thus forming a first wireless network comprising at least two devices. More particiilarly, 
the devices detennine from an algorithm using fiie master unit ID (XDJ) as the input to 

10 the algorithm a hopping sequence. The output of the algorithm is a hopping sequence 
that is substantially unique to the master unit ID code. The devices are synchronized to 
time slots defined by the master of the respective piconet, and are operable to step 
through the same predetermined frequency hopping sequence so as to maintain ongoing 
packet switched communications in a point to point or multipoint manner ainong the 

15 member devices on the piconet. 

In accordance with of the invention message collisions are prevented or minimized. 
Such collisions occur because two piconets 20 executing different frequency hopping 
sequences will occasionally arrive at the same frequency during a given time slot such 
that two devices transmit at the same time and frequency and interfere or collide. 

20 Inasmuch as all the devices on a given piconet are synchronized together, the invention 
applies to a situation where two or more piconets are sufficiently coupled due to 
overlapping ranges or otherwise, so as to interfere when crossing the same frequency in 
their hopping sequences. Collisions may occur directly by nearby piconets using the 
same channel, or indirectly by crosstalk in adjacent channels or the like. 

25 According to the invention and as shown in Fig. 5, the two piconets, each having a 

plurality of communicating devices, are made aware of one another's frequency hopping 
sequences. In a preferred arrangement the piconets are made up of personal networks, 
e.g., as in Fig. 2, which have radio communication units functioning as network access 
points (APs) 48. A given device or network can have one AP 48 or can have more than 

30 one, which are capable of joining or maintaining different piconets, which have different 
frequency hopping sequences. Nevertheless, the imique ID codes of the master of each 
piconet (e.g., AP) are known. The ID codes of two APs on a personal area or similar 
network, that both function as masters, can be shared by commvinications over the 
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network. If any given device functions as a slave or master on a piconet, the ID code of 
the master device on the piconet is knovm to or determined by each device as necessary 
for the devices to follow the same frequency hopping sequences. Therefore, it is possible 
for each such device to derive ihe different predetermined frequency hopping sequences 

5 of two (or more) wireless networks, to compare them over a prediction interval and to 
determine the particular time slots where the sequences will coincide. 

The masters' hopping sequences are determined (step 66) and compared at least for a 
first and second wireless network over a prediction interval (e.g., for a next time slot, or 
N time slots, or imtil the next collision slot, etc.). The collisions are mapped. One or 

10 more time slots in which said frequency hopping sequences coincide and messages may 
collide, are predicted (step 67). The collisions can be predicted by masters or by slaves, 
by AP devices or by network controllers, etc. Each of these devices is coupled in 
sufficient communication with all the associated master device ID codes to predict 
collisions using an appropriate applications process. 

15 The collisions are mapped over a prediction interval and compared at step 67 in Fig. 5 
to identify collision time slots. The devices flien resolve the collision time slots to 
prevent collisions. This involves deterixiining which of the prospective colliding 
piconets will be accorded a higher priority and which accorded a lower priority. The 
priorities are assigned to at least a first and second wireless piconet and the 

20 communication procedures of one or both of the prioritized piconets are adjusted to 

reflect the priority. The priorities are assigned for the reasons discussed above, typically 
(but not necessarily) to equalize access to the communications capabilities of the network 
as a whole. Thus, for example, two APs or other devices can exchange information as to 
the size of their message queues, or statistics characterizing recent access, etc. The 

25 devices are programmed to employ the same method for assigning priorities. The 
higher priority device proceeds or its communicating capabilities are enhanced. The 
lower priority device abstains or its commimicating capabilities are deliberately limited 
or retarded to give the higher priority device an advantage. 
In the example shown in Fig. 5, the priorities are adjusted such that one of the first and 

30 second networks has improved access to transmit during said time slots in which the 

frequency hopping sequences coincide 68, by virtue of differences in error correction. At 
step 69 in Fig. 5, the error correction procedures of the higher priority device are boosted 
(and/ or those of the lower priority device are reduced). For example, the higher priority 
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device can initiate a higher level of feed forward error correction, and/or the lower 
priority device can reduce or eliminate its error correction- The collision does not occtir 
or affects only the lower priority device. The higher priority device successfully 
completes a message transmission during the collision time slot. The lower priority 

5 device may abstain entirely during the conflict time slot to avoid a collision. 

Alternatively, the lower priority device can be permitted to attempt to complete a 
transiiussion notwithstanding the reduced error correction or other imposed handicap 
(e.g., a reduced power level). In short, operations are adjusted so that when a collision 
slot is predicted, it is likely that the high priority device will transmit successfully. It is 

10 imlikely that neither device will transmit successfully due to collision. It may be possible 
tfiat both piconets might transmit/receive successfully during the conflict, but the 
prioritization simply enswes that the high priority one wiU be successful. 

The frequency hopping sequences can be compared and the priorities assigned by the 
devices that initiate messages, by the radio equipped access points (APs), by at least one 

15 network controller that manages or synchronizes one of the networks, etc. All of these 
devices have access to the information (namely the master ID codes) necessary to 
anticipate a frequency hopping coincidence and message collision. Therefore any or all 
of these elements can operate to abstain or to enhance communication attempts during 
the conflict time slots. 

20 According to the invention the priority assignments vary from time to time, and can be 
reassessed for every new collision time slot that is predicted (step 70). At least, the 
priority assignments are made for a next collision time slot by a time at least as early as 
the preceding time slot. Some or all of the devices that establish piconets are mobile 
devices, which occasionally join and depart particular wireless networks as they move 

25 into and out of range from time to time. Similarly, the application programs operated by 
the devices may have date transmission needs that occur in bursts, often due to user 
input selections- As a result, the message throughput situation and potentially the 
message latency loading varies for each of the devices. These aspects and other similar 
aspects can be reassessed to make new priority assignments as needed. 

30 Accordingly, it is an aspect of the invention that information is provided on the 

network as needed to determine when collisions will occur, and information is provided 
to assess priority needs. Any or all of the devices can predict collisions. The devices can 
be programmed to automatically determine the priorities of the devices on the network 
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and to act accordingly. Alternatively, one device determines the priorities and 
broadcasts priority tables or information to derive such tables, to all devices that 
participate in the network or ad-hoc network. Collision slot tables as well as priority 
tables can be exchanged among all entities participating in the network, so as to effect 

5 distributed or central conlxol that reduces or eliminates message collision effects. 
In possible variations, a central controller may determine standards by which 
distributed devices decide how the APs are assigned priority. The APs are informed of 
or determine from device ID codes which slots are subject to collisions. The APs are 
informed or determine when particular APs will be allowed to transmit or are expected 

10 to abstain. 

Even without information circulating the ID codes of the masters that determine the 
frequency hopping sequences, distributed control can be effected by the devices 
monitoring or listening for activity on the channels in the ISM band. The devices can 
derive a collision pattern from the activity detected, and decide on their own whether to 

15 initiate transmissions in peirticular slots tiiat are foimd to be subject to collisions. The 
decision is governed by a prioritization mechanism, but the mechanism can also be a 
distributed matter. For example, without knowledge of the situation of other devices, 
each of the devices could be programmed to conclude that it is a low priority device imtil 
some triggering occurrence which causes the device to consider itself high priority, such 

20 as having more than a predetermined number of packets latent in a queue, or having 
abstained during a given percentage of previous collision time slots. 

The invention is particularly useful in situations in which multiple frequency 
hopping piconets are deployed in a close geographical region, such as a Bluetooth 
configuration in which many user devices are possible but each piconet is limited to a 

25 master and seven or fewer slave devices. Even with several concurrently active piconets, 
the hopping sequences are readily made known and therefore ilie collisions can be 
anticipated and schedviled aroimd, preferably by a prioritization scheme that spreads 
access to the commimication facilities everUy among the users according to some form of 
measure. 

30 Although abstinence by low priority devices or piconets during predicted 

collision periods is one way in which the operation of the piconets is adjusted to reduce 
or eliminate collision problems, additional error correction may be applied to the packets 
of higher priority devices or piconets where the collisions are known to occur, with 
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comparable effect. The distinction of priorities, whether used to govern access or the 
likelihood of capture, has the effect of improving overall message throughput capacity. 
Error correction and similar burdens are reduced during the slots that are known to be 
collision free. The error correction applied during collision slots as shown in Fig. 6, can 

5 achieve a 5.3 dB coding gain for high priority device commtinication. 

A number of additional variations, improvements and specific applications of the 
foregoing techniques are possible and shotild now be apparent to persons skilled in the 
art. Various changes in the details, materials, and arrangements of the parts which have 
been described and illustrated above to explain this invention maybe made by those 

10 skilled in the art without departing from the principle and scope of the invention as 
defined in the appended claims. 
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What is claimed is: 



1 . A data communication system comprising: 
5 a pliirality of radio devices communicating together in groups defining networks, 

at least certain member devices of the networks transmitting on the respective said 
network during time slots and at radio frequencies determined by a frequency hopping 
sequence; 

wherein at least two of said groups having different frequency hopping sequences 
10 are sufficiently related that messages transmitted by at least two of the member devices 
can collide by causing at least one of co-channel and related chaimel interference 
between messages of the at least two said groups; 

wherein at least one of the devices compares the different radio frequency 
hopping sequences of the at least two said groups and identifies time slots at which said 
15 sequences coincide sufficiently to produce said interference; and, 

wherein at least one of said networks alters its behavior during the time slots at 
which the sequences coincide sufficiently to produce said interference, in a manner that 
reduces one of an incidence and an effect of collisions during the time slots when the 
sequences collide- 

20 2. The data communication system of claim 1, wherein the groups having different 
frequency hopping sequences are sufficiently close in at least one of physical proximity 
and signal strength to produce said collisions. 

3. The data communication system of claim 1, wherein each of the networks 
comprises a master device and at least one slave device, wherein the master device 

25 determines the radio frequency hopping sequence for the network, observed by the 
master device and at least one slave device. 

4. The data communication system of claim 2, wherein the devices have ixnique 
addresses and the radio frequency hopping sequence for each said network is derived 
from the imique address of the master device of said network. 

30 5. The data communication system of claim 1, wherein at least one of the networks 
that alters its behavior abstains from transmitting during the time slots at which the 
sequences collide. 



-29- 
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6. The data coirmvunication system of daim 1, wherein at least one of the networks 
that alters its behavior changes at least one of transmission power and error correction 
level, during the time slots at which the sequences collide. 

7. The data conununication system of claim 1, wherein said at least one of the 

5 networks that alters its behavior is chosen according to a priority repetitively based upon 
a comparison of operational criteria of tiie networks- 

8. The data communication system of daim 7, whereia ttie priority is accorded anew 
for each of ti\e time slots at which the sequences coindde. 

9. The data commimication system of daim 7, wherein the priority is accorded based 
10 on a comparison of the devices and the networks for at least one of: a power level of 

transmissions in at least one direction between the devices, an interference level of said 
transmissions, an error level of the transmissions, a data throughput of the respective 
networks, a battery condition, a message latency, a number of previous attempts to 
transmit, a capture effectiveness, message urgency, terms of a subscription and device 
15 type. 

10. The data communication system of claim 9, wherein the priority is accorded in a 
manner tending to optimize data throughput for the devices on all the networks. 

11. The data communication system of daim 1, wherein the network is configured 
according to at least one of IEEE standard 802.11, a Bluetooth scatter network, a Home 

20 RF network and a Metricom Ricochet network. 

12. A metfiod of data commxmication using a plurality of peer devices, comprising 
the steps of: 

establishing wireless frequency hopping coixmiimications between two or more of 
the devices such that a plxirality of the devices assodated as members of a first wireless 
25 network are S5mchronized to time slots and operable to step through a predetermined 
frequency hopping sequence; 

establishing wireless frequency hopping commimications between two or more of 
the devices such that a different plurality of the devices are similarly assodated as 
members of a second wireless network operable to step through a different 
30 predetermined frequency hopping sequence, wherein the frequency hopping sequences 
of the first and second wireless networks differ but can coincide in particular time slots; 
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. comparing the frequency hopping sequences of ttie first and second wireless 
networks over a prediction interval and identifying time slots in which said frequency 
hopping sequences coincide; 

altering a behavior of at least one of the first and second wireless networks such 
5 that one of the first and second wireless networks has improved ability to receive during 
said time slots in which the frequency hopping sequences coincide- 
13. The method of claim 12, wherein the frequency hopping sequences are compared 
and tiie priorities are assigned by at least one master device synchronizing one of the 
networks. 

10 14. The mednod of claim 12, wherein at least some of the devices are mobile devices 
operable to join and to depart said wireless networks from time to time. 
15. The method of claim 13, wherein the at least one master is operable to cause an 
associated at least one of the first and second networks to abstain from commttnicating 
during said time slots in which the frequency hopping sequences coincide. 

15 16. The method of claim 13, wherein the at least one controller is operable to cause an 
associated at least one of the firist and second networks to alter its behavior by at least 
one of abstinence and a change of at least one of transmission power and error correction 
level during time slots in which the frequency hopping sequences coincide. 

17. The method of claim 12, wherein the behavior is altered according to priorities 
20 assigned and reassigned periodically based upon current conditions of the first and 

second networks. 

18. The method of claim 17, wherein the priorities are assigned for each instance in 
which the frequency hopping sequences coincide. 

19. The method of claim 18, wherein the priority is accorded based on a comparison 
25 of the devices and the networks for at least one of: a power level of transmissions in at 

least one direction between the devices, an interference level of said transmissions, an 
error level of the transmissions, a data throughput of the respective networks, a battery 
condition, a message latency, a number of previous attempts to transmit, a capture 
effectiveness, message urgency, terms of a subscription and device type. 
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